webhook-HOoTU(pMKaUnM

Ecnun Bbl XOTUTE nonyyaTb CTaTyC TpaH3aKuuu, UCMob30BaTb PEKYPPEHTHbIE UK

OBYXCTaAWMHble nnaTtexu, To Bam MoxeT 6bITb MHTEpECHa BO3MOXHOCTb NoflyyaTb ® Bepcus HoTudmkaumin 1.0
HOoTMdUKaumm 06 onnate. Ans aToro Bam HeobxoamMo npu cosgaHum cepsuca ykasate URL (no ymonuaHmio)
cKpunTa AnAa noJslyyeHus Beb6-xykosB. © Tabnuua
napameTpos,
B cnydyae 3aBeplieHuns nnaTtexa nHdopmauma o Hem byaet nepefaHa Bam POST--3anpocom nepejasaeMblX Ha
Ha aaHHbIn URL, a Takxe GET--3anpocom Ha URL cTpaHWUubl ycnewHow noKynku (unm URL ckpunTa ans
owmnbKmM, ecnm CoBepLIMTb TPaH3aKUMIo He yaanock). Takum obpa3om B nepegave nony4yeHus
napamMeTpoB HOTUdMKALMKN y4aCcTBYeT TpM MO U3 HAaCTpOeK Ballero cepBuca: OOMNOTHUTENbHbIX
napameTpoB
® URL ckpunTta gna nonyveHus seb-xykos onnaThbl
® URL cTpaHuubl yCnewHon NoKynku © ®dopMupoBaHue
® URL cTpaHuubl owmnbku noanucu check
ONa nepBow
B 3aronoskax Content-Type Bcerga paBeH application/x-www-form-urlencoded. Habop Bepcun API
napameTpoB Ans obenx paccbiiok naeHTUu4eH. Taknum o6pasoM Bbl MOXETE YBEAOMNATb = [puMep Ha
nonb30BaTens 0 AeTajnsX OMNlayeHHOro 3akasa nocne peanpekTa Ha CTpaHuuy ycnexa, PHP
OCHOBbIBASACb Ha AAHHbIX, MONYYEHHbIX U3 HOTUDUKALMN: HOMEP 3aKasa, CTOMMOCTb, AaTa U " [pumep Ha
T.4. MoppobHOCTM HWXe B Tabnuue napamMeTpoB (CM. ornaBfieHune). Python
O TpuMedaHunsa K

Ecnv npu cosgaHum cepBuca 6bIs10 3arnosIHEHO NoJie email, To Ha YKa3aHHY0 3/1eKTPOHHYH0

Bepcun 1.0
nouTy Takxe 6yAeT BbicnaHa MHMOpMaLMs O nnaTexe.

® Bepcusa HoTUdMKauun 2.0
(no TpeboBaHuto)
© [pumep ckpunTa
@ e ] AnAa pacyéTta
3anpockl OT Hallero cepBepa B C/ly4Yae NepBoi HeyAa4yHOW MOMbITKM nepeaatnTcs
co cneaytowen nepuoanyHocTeto: 180, 180, 180 c.

PepaktupoBaHue cepsuca «[lemo cepsuc (alba@life-
pay.ru)»

TecToBbIA

* — obAzaTenkHLIe NonA

* Haasaume:

| Bewo cepanc (aiba@ite-payru)

ccre 2 Gy b A tex
TONYUATE AONONHATENLHEIE NAPAMETDL! ONNATEI

URL ckpunta gnst

T GYAeT BbiabBATECR A 1 ¥ ADNONKITENbHBIX NAPAMETPOS ONNIATE, Bbi MOXETE NONyHarh
10 0 SaCTHHOH ONNATE ¥ 1.4, YsaTh nogpoBHee

[N ——————

* URL CTpaHule! ycnewHoil nokynku

* URL crpanmugt ownGri:

Bepcusa HoTudumkaumm 1.0 (N0 yMon4yaHuio)

Tabnunua napameTpoB, NnepeaasaembliXx Ha URL ckpunTta
ANd nony4vyeHna AONONIHUTENbHbIX NapaMeTpoB onJiaThl

Mapam B OnucaHue
eTp e

p

c

usa
tid 1 | ID TpaH3akuum

0

1


https://bz.incdb.team/pages/viewpage.action?pageId=3182952611

name 1 HasBaHwue ToBapa unu ycnyru. OTobpaxaeTcs Ha CTpaHuue onnaTbl.

comm 1 KOMMeHTapVIVI nnarexa I'Iepeﬂ,aHHbIVl B npouecce nHnumnanmsaummn nnartexa.
ent

partne 1 ID napTtHepa, To ecTb Baw ID
r_id

servic | 1 ID cepsuca
e_id

order_ 1 ID 3akasa
id

type 1 | Tun nnaTexa

curren 1 BanwoTa onepauun, noaaepxusaetca Tonbko RUB, He yyacTeyeT B
cy . dopmunpoBaHum noanucu npwu version = (1.0]1.1)

cost 1  O6was cymMMa 3akasa, nepefaHHasi npu MHULMANM3aLUM MaaTexHoMn
onepaumm

incom 1 O6was cymma B pybnsx, 3annadeHHas nokynateneM, MOXeT OTM4aTbCs OT i
e_total . ncome n system_income T01bKO B cny4ae onnaTbl YacTaMU UK Npu
0 nepeHoce

1 KOMWUCCUM Ha nnartenblmka


https://bz.incdb.team/pages/viewpage.action?pageId=3182952630
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CyMMa B pybnsix, nonydyeHHasi OT NJaTEXHOro MHCTPYMEHTa Mo AaHHOWM
nnaTtexHom TpaH3akunm

CymMa B py6niax, noxoAa MarasmHa no AaHHOW MaTeXHoW TpaH3akumm

CyMMa B py6nsix, 3ansadeHHas NokKynaTesieM no AaHHOW NaaTexHown
TpaH3aKkuuu

Tekyliee aencrene:

command=cancel - nony4yeH 0TKa3 OT MJIATEXHOro KaHana,
pacwmdpoBka NpuyYnHbl B none resultStr

command=success - Bbl3bIBAETCSA Npu NOJSIHOW onnaTe cepBuca
command=recurrent_cancel - Bbi3biBaeTcsa B cny4yae, ecnu
aepxxaTefib KapTbl OTMEHWU pEKYPPEHTHbIE MAATEXMU.
command=recurrent_expire - Bbi3bIBaeTCs KOraa UCTEK

CPOK peKyppeHTa.

command=refund - Bbi3bIBaeTCa B pe3ynbTaTe BbiNOJHEHMUS
onepauun oTMeHbl nnatexa. B none result=ok nnu fail. A B resultStr
- MNpUYMHa OTKa3a.

command=authorize_payment - Bbi3biBaeTcs npu MCNosb30BaHMn
LBOMHOW aBTOpM3auum Npu naarexe

command=funds_blocked - Bbi3biBaeTCs Npn MCNoONb30BaHUM ABYX
aTanHoi onnatbl (BLOCK + CHARGE). OnucaHue B pasgene
“[Byx3TanHble nnatexu (npeaastopusaums)”.

BAXHO: B cny4yae nosHOWM onnaaTthl CEpBMCA NPUAYT M SUCCESS U Process.

Tonbko ana command=refund, 3HaueHuns ‘ok’ nnu ‘fail’

TekcT yBeaoMNeHuns.

Bepcusa npoTtokona yesegomneHnus. (Ha gaHHbih momeHT: 1.0, 1.1).
Bepcus no ymonyaHuio — 1.0. MNepekntoyeHne Ha Apyrve Bepcum
npoun3BOANTCSA Ha CTopoHe poBaiiaepa.

OnunoHanbHO, HoMep TenedoHa
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OnumoHanbHo, email

AaTta v BpeMs co3gaHusa TpaH3sakuum, dopmaTt 'YYYY-MM-DD HH24.MI.SS' (M
SK)

ID 3aka3a (order_id), koTopblli 6bl1 NepeaaH Npy NeEpPBOM BbI30BE
pEKYpPpPEeHTHOro nnatexa (ToJ/IbKo A1 PeKyPPEHTHbIX onepaLlni)

v 1.0 Mack1MpoBaHHbIW HOMep KapTbl, B Clly4ae ecnu NpoBeAeHHbIN nnaTex
SIBNISIETCS PEKYPPEHTHBLIM (TOJIBKO AJ1S1 pEKYPPEHTHbIX onepaymii)

Mpun v1.1 n v2.0 3anonHeHO Bceraa, ecnu onsiata ocyLlecTBnsaacb C BBOAOM
HOMepa KapTbl.

yHVIKaI'II:HbIVI TOKEH ANA COXPaHEHHbIX AaHHbIX KapThbl. YCTapeno.

3HaueHue 1 (TosIbKO A/11 TEeCTOBbIX MNyarexe#), CM. onucaHune

MD5 xew ot napameTpos: tid + name + comment + partner_id + service_id
+ order_id + type + cost + income_total + income + partner_income +
system_income + command + phone_number + email + result + resultStr
+ date_created + version + card + recurrent_order_id + test + secret_key
lne secret_key — cekpeTHbIl KoY cepBuca. NMpumep hopMnpoBaHms
NpoOAEMOHCTPUPOBAH HUXE.

MDS5 xew ot
napameTpos:'tid'+'name'+'comment'+'partner_id'+'service_id'+'order_id'+'t
ype'+'cost'+'command'+'result'+'resultStr'+'phone_number'+'email'+'date_
created'+'version'+'secret_key'

[OMNONHUTENbHbIV id BO3BpaTa Npu OCYLLECTBIEHUM HECKOSIbKMX BO3BPATOB B
pamkax TpaH3akuuu. MNoapobHee


https://bz.life-pay.ru/pages/viewpage.action?pageId=3182952635
#

® resultStr - Tekct yBegomneHus. s 3HayeHMs napameTpa command=suc
cess OH CTaHAapTHbIN. Ana command=cancel BbIBOANTCSA TO, YTO OTBETUT
NAATEXHbIN LW03.

dopmMmupoBaHue nognucu check anga nepson sepcum API

G} Bepcua meHsieTca no 3anpocy B otaen TeXHNYEeCcKomn MHTErpaummn

Bce napameTpsbl yyacTByoT B hopMupoBaHuu noanucu check. Moanucb popmMmnpyeTcs kak
md5 oT Bcex napaMeTpoB, CLEMIEHHbIX B CTPOKY 6e3 npobenoB + f06aBneHHbIN B KOHLE
CEKpETHbIN KoY cepBuca.

Mpumep Ha PHP

1 | $param['check']==md5($param['tid'].$param['name'].$param['comment'].$param['p
artner_id'].$param(['service_id'].$param['order_id'].$param['type'].$param['cost'].$pa
ram['income_total'].$param['income'].$param['partner_income'].$param['system_inc
ome'].$param['command'].$param['phone_number'].$param['email'].$param|'result'].
$param['resultStr'].$param['date_created'].$param['version'].$secretKey);

dopmuposaHue nognucu check Ha npuMmepe php ckpunrta
<?php

$param = array

(

comment' => s

' phone_nunber' => '74952760800",
"order_id =>"'67",

currency' =>'RUB',

‘cost' => '511.0",

date_created' => '2021-01-28 21:35:49",
partner_id" => "'250305",

resultStr' =>"' ',

name' => s
'system.income' => '511.0",
"income_total' =>'511.0",

" partner_income' => '434. 35",
'version' => "'1.0",

'command' => 'success',
incone' => '511.0",

"tid =>'474541305',
"service_id =>"'85494",
"type' => 'spg_test',

email' => "test@mil.ru',
"result’ =>""

)
$secret Key = 'c9264d756f 170802c4eaf 9405077b946" ;

echo rawurl encode(md5($paranf'tid' ].$paran{' nanme']. $parani’' comment']. $param
["partner_id'].$paran]' service_id ].$paran{' order_id']. $param

["type']. $paran' cost'].$paran{'inconme_total'].$paran{'incone']. $param
[* partner_incone']. $parani' system.incone'].$paran{’' conmand']. $param
[* phone_number']. $paran{' enmil']. $paranf' result']. $param

["resultStr'].$paran]' date_created' ].$parani' version']. $secretKey));

Mpumep Ha Python


mailto:acq_integration@life-pay.ru

checker_md5

import hashlib
fromurllib.parse inport parse_gs
import pprint

secretkey = '262eb24f 12d0c3f dd990eae096016055'

paranms_list = [

"tid,

' name',
comment ',
partner_id",
"service_id',
"order_id',
type',
cost',
income_total',
i ncome',

' partner_i ncone',
system.i ncone',
comand' ,
phone_nunber',
email ',
'result',
'resultStr',
'date_created',
'version',

' secr et Key'

]

# webhook-, URL :

gs = 'coment =&phone_nunber =79165483580&or der _i d=00000015acy=RUB&cost =75.
O&dat e_cr eat ed=2022- 03- 29+22%3A38%

3A08&part ner _i d=250305&check=66b522b5749bf e713ac089a55a013725&r esul t St r =%
D1%82 %1 %8 0%D0 %8B0 %0 ¥BDY0 Y87 %0 ¥B0 Y0 YBAYD1 %8 6 %0 ¥B8 Y1 Y8 F+9D0 YBEYO0 YBF %
D0 YBBY0 %8B0 YD1 %8 7 %0 ¥B5 Y0 ¥BDYD0 ¥B0+ YD1 %8 7 Y0 ¥B0 YD1 %8 1 YD1 %8 2 Y0 YB3 YD1 Y8 7%
DOYBDYBDOYBE&Nanme=Acqui ri ng+l i f epay+00000015&syst em i nconme=75.

0& ncone_t ot al =75. 0&part ner _i ncone=63. 75&ver si on=1.

O&conmand=pr ocess& nconme=75.

0&t i d=491789584&ser vi ce_i d=87875&t ype=i psp_t est _cards_01&enui | =awa77%
40mai |l . ru'

paranms = parse_gs((qs)

pp = pprint.PrettyPrinter()

pp. ppri nt (par ans)

val ues = []

for i in parans_|ist:
val ues. append(parans.get(i, [''])[0])

md5_str = "'.join(val ues)

md5_str += secretkey

print(nd5_str)

md5 = hashlib. md5(nd5_str. encode(' UTF-8')). hexdi gest ()
print(' M5', nd5)

print(' M5 ', parans[' check'][0])

NMpnMeyaHusa Kk sepcuun 1.0

[Onsa pekyppeHTHbIX nnatexen agobasnsawTcs asa nons card n recurrent_order_id u
cTpoka ans noanucu MD5 dopMupyeTcsa cneayowmnm obpasom:

tid + name + comment + partner_id + service_id + order_id + type + cost + income_ total
+ income + partner_income + system_income + command + phone_number + email +
resultStr + date_created + version +card + recurrent_order_id + secret_key



Bepcusa HoTudmkaumm 2.0 (no TpeboBaHuio)

B pacuyéTte yyacTBylOT BCe NapaMeTpbl, Bo3Bpalatuwmecs Ha Baw URL (cM. nons
AOCTYMNHbIE AN 3aNOoJ/IHEHUA B CTaTbe HaCTPONKN CepBUCa), 3@ UCKTHOYEHNEM 3HAYEeHUS
napameTpa check, ¢ KoTopbIM Bbl 6yaeTe cpaBHMBaThL pe3y/ibTaT CBOEro pacyéra.

r

@ Mpexae 4eM NpucTynaTbh K CpaBHEHWUIO noanucen, ybeamteck B paboTe paccbiiiku
HoTMdMKaumi no sepcum 2.0. Moanuce check Bcerga NpucyTCTBYET B Tene
HOoTUdUKALNN.

Mpumep noanucu check no nepsoii Bepcun (MD5). Bce cMMBOMbI B HUXHEM
pernctpe: d8828f9f58be88385a67d9cc48e3c99e

Mpumep noanucm check no BTopoi Bepcun: 2u0kGxj9a91qfzC8To51RB3Az
/WCBhOXjOqgDE8DwWrk=

&

K nepeyncneHHbIM Bbile NapameTpaM B HOTUdUKAUMIO A06aBNSIOTCA creaytowme:

MapameTp Bepcusn OonucaHue
cardholder 2.0 NMa pnepxxatens KapTbl €Cnv NpUCYTCTBYET B TPaH3aKummn
paid_date 2.0 [aTa n BpeMsi onnatbl TpaH3akumMmn (NOATBEPXKAEHUS ONnaThbl
nnatexHbiM kaHanom), dpopmat 'YYYY-MM-DD HH24.MI.SS' (M
SK)
version 2.0 MeHsieT cBoé 3HauveHue ¢ 1.0 Ha 2.0. [Ana nepeknoyeHus B

3TOT pexuM 0bpaTUTech B OTAES TEXHUYECKON UHTerpaunm.

[na HanucaHus cBoero ckpunta pacyérta noanucm obpatutechb K ctatbe ANropuTtm
dopmuposaHums noanucu ana API v 2.0.

Mpumep ckpunTa AN4A pacyéeTa


https://bz.incdb.team/pages/viewpage.action?pageId=3182952611
mailto:acq_integration@life-pay.ru
https://bz.incdb.team/pages/viewpage.action?pageId=3182952632
https://bz.incdb.team/pages/viewpage.action?pageId=3182952632

Python3

fromurllib.parse inmport url parse, parse_gs, quote
inmport hashlib

i mport base64

i nport hmac

def sign_by_url (method, url, parans, secret_key,
exclude=["' check', "mac'], exclude_port=True):
o = urlparse(url)
host = o.hostnane if exclude_port else o.netloc
return sign(nmethod, host, o.path, parans, secret_key, exclude)

def sign(nmethod, host, uri, parans, secret_key, exclude=['check', "mac']):

HTTP
keys = [param for paramin parans if paramnot in exclude]
keys. sort ()

result =[]
for key in keys:
val ue = quot e(
str(parans. get (key) or '').encode('utf-8"),
safe="~'
)
resul t.append(' {}={}"'.format(key, value))

data = "\n".join([
nmet hod,
host
url parse(uri).path, # QUERY_STRING uri
"&".join(result)

D

data = data.encode('utf-8")
secret _key = secret_key. encode('utf-8")

di gest = hmac. new(
secret _key,
dat a,
hashl i b. sha256
). digest()
si gnature = base64. b64encode(di gest)

return signature

#

gs = "conmment =&phone_nunber =0&or der _i d=0acy=RUB&cost =100.

O&dat e_cr eat ed=2022- 06- 30+119%8A46%

3A22&part ner _i d=250305&check=nsxegvt GyPnZ4i E4GXe5i PKRj Kj hi 5%2Fej N2sf Er AewE%
3D&car d=220138XXXXXX0013&r esul t St r =%D1%82 %1 %80%60 %8B0 %0 YBDYD0 ¥B7 Y0 %8B0 %0 %
BAYD1 %8 6 %00 ¥B8 YD1 %8 F+%D0 ¥BEYD0 YBFYD0 ¥BBY0 ¥B0 YD1 %8 7 %00 ¥B5 Y0 YBDYD0 ¥B0+%0 %
BFYD0YBEYD0 ¥BBY0YBDYD0 YBEYD1 %8 1 YD1 %8 2 %D1 Y8 CYD1 %

8E&nane=Li f e+Pay&syst em i ncone=100. 0& ncone_t ot al =100. 0&pai d_dat e=2022- 06-
30+11%8A46%BA41. 355627&part ner _i ncone=96. 6&ver si on=2.
0&commuand=success&car dhol der =TEST+TEST& ncone=100.

0&t i d=491825313&ser vi ce_i d=67279&t ype=spg_t est &enai | ="

params = {k: v[0] for k, v in parse_gs(qgs, keep_blank_values=True).itens()}
secret _key = "262eb24f 12d0c3f dd990eae096016055" #
url = "https://96d8-109-63-129-14. eu. ngrok. i o" # URL -

print(" ", parans['check'].encode(' UTF-8"))
signature = sign_by_url (' POST', url, parans, secret_key)

print(" , signature) # !
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